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it's quite possible that the attacker was able to use that device to send commands directly to
the computer connected to it, or to copy any data that the attacker wants to copy. in order to
avoid this, or simply for security reasons, it is advised that any plc is locked down. it is
possible to protect against a determined attacker, but not against those just looking to have
some fun. these are the options for setting up your plc to run in a controlled environment.
note that the "plc option" is an enabled/disabled option. it is recommended that you use the
"server" option where possible to prevent unauthenticated users from being able to affect
your plc. if your plc has been used to run a rockwell logix 5000 version 20 project, it may have
be in "check mode" under certain circumstances. you need to be able to clear the plc to get
your plc back into operation, so we need to set a new password for the plc. 1. open the rslogix
software on your laptop. as long as you can see the rockwell logos with the "s" or "r" under
the logo, this plc is properly configured for use. if you can't see any logos, then your plc is not
properly configured. close the rslogix application. the next thing you will want to do is get the
firmware to flash your controller. the tool used for this procedure is called controlflash and is
supplied by rockwell. generally speaking, its a tool which is installed by default with rslogix
and studio 5000. that being said, you may not have the firmware package installed for the
correct revision. if thats the case, you will need to visit the rockwell download center and
download the firmware you decided to go with.
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