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Editors: Gaijin. 2f (a)
Additional data

acquired by the data
generating means

and obtained by the
provider prior to

delivering the directly
to the recipient is not

encrypted, (b) The
provider encrypts the
additional data with
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the public key; or (c)
A person with

knowledge of the
provider's private key

is instructed to
perform the

encryption operation.
Â 3. B. An applicable
provider may use a
term in addition to

the term "data". 3F (i)
a "data" is any
information or
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material formed or
stored in a computer,

computer system,
computer program, or

computer program
product and for which
the provider has the
ability to retrieve the

information or
material, (ii) an

"encryption" by the
provider is the

transformation of
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data from an
unencrypted state to

a state that is
encrypted or

decrypted only by an
encryption key; or (iii)

an "encryption" of
data by a provider is
a transformation of a

"data" from a first
form or state to a

second form or state
that is an encrypted
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state, that is, a form
or state that is

decrypted only by an
encryption key known
only to the provider.

3g (a) "Crypto-
authenticated

encryption" means a
method of encryption
that a recipient of the

data can verify the
encryption algorithm
and may check the

                             7 / 13



 

cryptographic
authentication key of

the encryption
process. (b) An

encryption scheme
that has no

cryptographic
authentication is

"crypto-insecure."
Â 5. A provider who
transmits encryption
keys or an encryption
process with a non-
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crypto-secure
encryption scheme

would be committing
an "electronic

communication fraud"
if: (a) the user of the

communication
device is unable to

verify the encryption
keys or the

encryption process;
(b) the user of the

communication
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device is unable to
verify that the

encryption keys or
the encryption

process had not been
corrupted; or (c) the

user of the
communication

device is unable to
recover the plaintext
in the event that the

encrypted
communication is

                            10 / 13



 

intercepted by an
adversary. 6. B. "A
'transient expiring
identity token' is

defined to be a token
for which the lifecycle
of the token is limited
by the provider to a
short duration, as
opposed to being

limited to a lifetime
duration as in a

'persistent identity
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token'." 8. B. For the
purposes of this

article, an "operator"
is a person, company
or entity other than

the person, company
or entity directly
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